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Abstract – 
The construction industry is going through a 

digital transformation where automation and 
robotics are slowly making their way into 
construction projects. This change brings numerous 
benefits, such as cost and time efficiency and higher 
accuracy and quality. At the same time, it raises 
cybersecurity concerns. Since most construction 
environments are far from being human-free in the 
near future, the importance of providing robust 
cybersecurity when utilizing cyber-physical systems 
such as robots is augmented. The use of robotics in 
construction processes has long been under 
academia’s and industry’s spotlight, but the 
cybersecurity aspects have not received the attention 
they deserve. Several surveys have shown low 
awareness among construction stakeholders about 
cybersecurity, which increases the need for further 
studies on this topic.  

This study provides an overview of the first 
academic-driven cybersecurity competition in the 
construction context, Hack My Robot (HMR), as part 
of CSAW’22, the most comprehensive student-run 
cybersecurity event in the world. HMR was held for 
the first time at New York University Abu Dhabi 
(NYUAD). The competition had two main rounds: the 
qualification round and the final round, where 
students presented their ideas to compromise the 
provided robotic system’s functionality and the 
collected information. The system used in the 
competition imitated a construction progress 
monitoring robot that utilizes Robotic Operating 
System (ROS). This paper presents how this 
competition aims to contribute to construction 
cybersecurity efforts, what main outcomes were 
obtained, and how it will be improved in the 
upcoming editions. 
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1 Introduction 
Construction has long been an industry that relies on 

conventional equipment and traditional methods to 
perform most tasks. In a report by McKinsey in 2016, 
construction was listed as the least digitized industry after 
agriculture and hunting [1]. However, this has been 
rapidly changing with the integration of new technology 
in recent years. In a 2021 report, construction was 
indicated as the second industry with the highest potential 
for productivity growth from 2019 to 2024 as a result of 
digital construction, industrialization, and operational 
efficiency [2]. Cyber-physical systems (CPSs), such as 
robots, have a significant role in the expected 
productivity growth since they are an integral part of 
industrialization and digitization in almost every sector. 

Digital transformation of the construction industry is 
often called Construction 4.0. This transformation, which 
includes the use of robotics and automation, increases 
productivity, improves the quality and accuracy of the 
handled tasks, improves safety on construction sites, and 
decreases the inclusion of humans, who are, by nature, 
prone to make mistakes. Examples of robots used in 
construction include progress monitoring robots [3], 
autonomous machinery to handle repetitive tasks such as 
earthworks material loading [4] and overhead drilling [5], 
and drones to inspect structures for damage or defects 
during the operations and maintenance (O&M) phase [6]. 
Construction robotics holds significant potential for 
improving cost and safety while reducing time; it also 
introduces cybersecurity risks that must be considered to 
ensure the secure operation of these systems.  

Attacks against construction companies and projects 
can lead to serious safety issues and financial losses due 
to disrupted operations and damaged reputation. Some 
cyberattacks in the construction industry had significant 
impacts, supporting this statement. For example, 
confidential design documents of the Australian 
Intelligence Service’s headquarters building were stolen 
by hackers in 2013 during the construction phase [7]. A 
study published by Trend Micro Research in 2019 

mailto:semih.sonkor@nyu.edu
mailto:garcia.de.soto@nyu.edu


included testing radio frequency (RF) remote controllers 
for cranes supplied by 17 vendors. The results showed 
that all tested controllers were vulnerable to cyberattacks 
[8]. Considering the close human-machine interaction in 
construction environments, potential attacks against the 
control systems of robots, which could result in the 
manipulation of functions, can cause serious safety issues. 
Since automated and robotic systems are starting to 
become a part of construction tasks in recent years, there 
have not been any known cyberattacks against 
construction projects that caused physical damage. 
However, examples from other sectors have proved the 
criticality of robust cybersecurity for safety. For example, 
a cyberattack against a steel mill in Germany caused the 
malfunction of a furnace and led to significant physical 
damage [9]. Also, sensitive data collected and 
transmitted by robots could be vulnerable to data 
breaches if proper security measures are not in place. Zhu 
et al. [10] emphasized that modern robotic systems are 
susceptible to various cyberattacks since most companies 
are targeting to get their products ready for the market 
quickly, which leads to overlooking cybersecurity 
mechanisms. Therefore, construction companies need to 
implement robust security measures to protect against 
these risks and ensure the safe and secure operation of 
robots on site. 

Hack My Robot (HMR), held in 2022 to address the 
mentioned concerns, can be considered the first 
academic-driven cybersecurity competition in the 
construction context. It was a part of Cyber Security 
Awareness Week (CSAW), the world’s most extensive 
student-led cybersecurity event. It took place at New 
York University Abu Dhabi (NYUAD), which hosted the 
Middle East and North Africa (MENA) region 
competitions of CSAW’22 on November 9-12, 2022. The 
students were challenged to generate ideas to 
compromise the data and operations of a progress 
monitoring robot, considering the characteristics of 
construction sites.  

This study presents an overview of HMR and its 
preliminary results. The HMR competition and this paper 
do not aim to make a technical advancement in 
construction automation and robotics. Instead, the goals 
are to achieve a raised awareness about the cybersecurity 
aspects of digitalized construction environments with a 
particular focus on robotics, bringing the attention of the 
cybersecurity community to the construction sector, and 
utilizing the cybersecurity knowledge of students to 
discover potential problems raised with the use of 
robotics in construction projects. As mentioned by 
Salami Pargoo and Ilbeigi [11], construction 
cybersecurity studies have mostly focused on building 
information modeling (BIM), while issues related to 
construction robots have been considered for future work. 
To address this gap in the literature, this paper derives 

conclusions based on the initial results of the HMR event 
and tries to answer the question, “Is it possible to identify 
cybersecurity vulnerabilities of construction robots 
through a competition?”.  

The rest of this paper is structured as follows. Section 
2 explains the significance of cybersecurity in 
construction by showing the previous efforts and some 
examples of cyberattacks against construction companies. 
Section 3 gives an overview of HMR, presenting an 
overview of the robotic system, different rounds of the 
competition, and lessons learned. Finally, Section 4 
discusses the conclusions of this study and presents the 
planned future work. 

2 The Importance of Cybersecurity in 
Construction 

Cybersecurity concerns in construction have been 
augmented as the industry increasingly relies on 
technology to produce and store information, handle 
tasks on-site, and connect stakeholders. Previous 
incidents showed that hackers could cause financial 
losses, disruption of operations, and reputational damage. 
The construction industry is no different from the other 
sectors regarding the potential consequences of 
cyberattacks. Therefore, construction companies must 
prioritize cybersecurity and take the necessary actions 
before any adverse event occurs.  

The first aspect to consider is the cybersecurity of 
information generated and stored throughout the lifecycle 
of construction projects since the digitalization of 
information has been running ahead of the digitalization 
and automation of physical tasks in the industry. BIM 
technologies such as design authoring software and 
online collaboration tools allow planning, designing, and 
managing projects in digital environments. As a result of 
this change in projects, from paper to digital, the amount 
of valuable and sensitive data increases, which creates 
potential vulnerabilities that hackers can exploit. Some 
studies addressed these issues and proposed solutions. 
For example, Zheng et al. [12] proposed a context-aware 
access control for BIM data environments to replace the 
mainstream role-based access control. Boyes [13] 
emphasized the need for change in the construction 
companies’ security practices and the security policies by 
governments.  

Since the digital transformation of physical tasks and 
the use of operational technologies (OT) in construction 
projects has been relatively slow compared to the 
digitalization of information, there have not been many 
studies focusing on OT cybersecurity in construction so 
far. One of the studies on this topic has been conducted 
by Sonkor and García de Soto [14]. They performed a 
bibliometric analysis to scrutinize the OT, construction, 
and cybersecurity literature. Their study revealed a 



research gap regarding the cybersecurity of automation 
and robotics in the construction industry, which is one of 
the motivations of the HMR competition presented in this 
paper.  

Previous cyberattacks against the construction 
industry raised cybersecurity concerns and alerted 
construction decision-makers and policymakers. For 
example, a British construction company, Interserve, has 
recently been fined £4.4 million by the Information 
Commissioner’s Office due to its failure to prevent a 
cyberattack in May 2020 and caused leakage of more 
than 110 thousand employees’ personal data [15]. An 
employee of Interserve forwarded a phishing email to a 
colleague who opened the email and downloaded the 
malicious file, which resulted in the leakage. Even 
though most cyberattacks against construction 
companies targeted information systems, similar patterns 
of attacks can be seen impacting OT as it becomes more 
pervasive in construction. Therefore, the industry should 
learn from past incidents of attacks and take action to 
provide a secure environment for robots as they make 
their way into construction projects.  

Finally, it is essential to understand the level of 
cybersecurity awareness in the industry since small 
human mistakes are mostly the reason for falling victim 
to severe attacks. An academic survey [16] conducted 
among construction professionals and academics from 
May to September 2020  revealed the extent to which the 
construction industry is ready for the upcoming cyber 
threats. The survey—with the participation of 281 
people—showed that nearly half of the respondents had 
never heard of the cybersecurity standards and 
frameworks provided to them. Thirty-five percent of the 
participants did not know whether or not their company 
had a cybersecurity plan. On the other hand, most of the 
respondents (84%) indicated that they were concerned 
about cybersecurity in the construction industry. 

3 Hack My Robot 
HMR is the first academic-driven cybersecurity 

competition in the construction context. It was organized 
by the S.M.A.R.T. Construction Research Group at 
NYUAD. The competition was a part of the 19th edition 
of Cyber Security Awareness Week (CSAW). CSAW 
2022 took place in five regions (i.e., Europe, India, 
MENA, Mexico, US-Canada) with more than 3,000 
competitors. HMR happened only in the MENA region 
(i.e., CSAW’22 MENA) and was open to all 
undergraduate and graduate students registered in MENA 
universities. HMR will be held annually in the upcoming 
years with different challenges and construction robots as 
a part of CSAW.  

The competition had two rounds: the qualification 
round and the final round. Students were asked to submit 

ideas to compromise the collected data and the 
functionality of the robot during the qualification round 
and implement their ideas in front of the judges in the 
final round. The most successful teams in the final round, 
determined by the group of judges, were awarded cash 
prizes. The provided robotic system and its functionality 
simulated an autonomous progress monitoring task on a 
construction site. The data collection task in the 
challenge consisted of the robot autonomously moving 
across different predefined positions, capturing images 
on each of them, and returning to the initial position to 
start transmitting the collected data to another computer 
in the network, which would act as the server. The 
following subsections provide an overview of the 
competition and detail the different rounds.  

3.1 Overview of the Robotic System 
The robotic system used in the competition performs 

autonomous data acquisition to simulate a fully 
functional construction progress monitoring robot. 
Figure 1 shows different components of the robotic 
system divided into five levels based on their 
functionalities and the communications between them. 
This diagram was created based on the autonomous site 
monitoring system diagram presented in [17]. Further 
details of each level and the communication between the 
components can be found in [17]. Therefore, this section 
only provides a brief overview of the different levels. 

Level 0 includes the physical components of the 
robotic system, including the robotic platform that houses 
all peripherals and the cameras and sensors that acquire 
data from the surrounding environment. Level 1 shows 
the network that connects all the elements of Level 0, the 
computer embedded in the robot (i.e., robot computer) 
that controls all the functionalities, the router that enables 
wireless communications, and the external computer that 
acts as the data server. Level 2 involves the Robot 
Operating System (ROS) [18] network, which is a widely 
used system in the robotics sector [19]. ROS 1, which has 
much fewer security features than ROS 2 [19], was 
chosen to show the cybersecurity vulnerabilities more 
clearly. In the ROS network, the robot computer 
functions as the ROS master, and the external computer 
connects to the ROS network to communicate with it. 
The ROS nodes can receive and publish information in 
the direction of ROS topics and give and receive 
commands in ROS services. Level 3 shows the 
autonomous control function of the robot. The robotic 
platform can autonomously communicate via ROS with 
all the actuators and sensors.  

Finally, Level 4 demonstrates the human-machine 
interaction. Several graphical user interfaces provided by 
ROS enable visualizing the information collected by the 
sensors and cameras of the robot.  



Figure 1. Diagram of the robotic system used in HMR (adapted from [17])

3.2 Qualification Round (Round 1) 
The first round (i.e., qualification round) challenged 

the participating teams to generate ideas to compromise 
the provided robotic system (see Section 3.1) and find 
ways to improve its security level to mitigate the 
vulnerabilities they mentioned. They were also asked 
about their motivation to compromise such a system 
considering the construction context. They were given a 
Google Form to answer five open-ended questions for the 
qualification round and several other questions (e.g., 
team name, email addresses, university name) for 
registration purposes. The registration and the first round 
were open for one and a half months (from August 15 to 
September 30, 2022). The open-ended questions for the 
qualification round were as follows: 

1. Considering the robotic system in the provided
challenge document, what would you do to
compromise the data collected?

2. Considering the robotic system in the provided
challenge document, what would you do to
compromise the operation?

3. In your opinion, what are the most vulnerable
components? Why?

4. What modifications would you suggest to make the
system less vulnerable? In other words, what would
you change to reduce the vulnerabilities you
identified in Question 3?

5. What would be your motivation to compromise the

described robotic system? Consider the 
characteristics of the environment where the robot 
operates and the potential impacts of such 
compromise on the business processes/continuity. 

Six teams, including 19 students, registered and 
answered the questions in the qualification round. The 
answers from the participating teams were evaluated 
considering their technical knowledge, the feasibility of 
their ideas, the relevance of the answers in the given 
context, and the breadth of the responses. Based on the 
evaluation, five teams, including 18 students, were 
selected for the final round. Four finalist teams were from 
NYUAD, and one was from King Abdullah University of 
Science and Technology (KAUST), Saudi Arabia. 

3.3 Final Round (Round 2) 
3.3.1 Overview of the Final Round 

Shortly after announcing the qualification round 
results, the finalist teams were provided with the robots 
(i.e., TurtleBot 3 Burger RPi4 4GB) and the peripherals 
(i.e., fisheye lens camera and camera frame) that they 
were going to use in the final round. The assembled robot 
can be seen in Figure 2. They were also provided with 
instructions (see the GitHub repository [20] for more 
details) to set up their robots and an IMG (.img) file with 
which they could flash the SD cards of their robots. The 
provided IMG file included a ROS system (ROS Noetic), 
including the ROS nodes, similar to the one used in the 



final round. They had one month (from October 12 to 
November 11, 2022) to set up the robot and the ROS 
system to get familiar with them, research more on the 
given challenges, detail their ideas, and test their 
feasibility.  

Figure 2. The robot provided to the finalist teams 
to be used in the final round 

The final round took place on November 11, 2022, at 
NYUAD (see Figure 3 for the final round setup, 
including the arenas for the robots), with the attendance 
of four teams (16 students) since one of the finalist teams 
withdrew from the competition. The robots were 
collected from the teams one day before the competition 
and reset by the organizing team to have the final round 
system and settings. Moreover, an individual Wi-Fi 
network for each team was set up to prevent any 
interruptions among the teams while performing their 
attacks. The finalists had to bring their personal 
computers to the final round to perform their attacks. The 
final round took four hours, including 30 minutes for 
preparation/set up, two and a half hours for competition 
and judging, and one hour for poster presentations and 
judges’ deliberations. Each team had to make a 10-
minute poster presentation to summarize what they 
intended to do and what they could achieve. 

Figure 3. The final round setup, including the 
different groups and arenas (square boxes) for the 
robots 

The final round consisted of six judges, including one 
from the organizing team. The other five judges had 
different backgrounds to cover the robotics, 
cybersecurity, and construction aspects of the 
competition. One of the judges was a post-doctoral 
researcher specializing in robotics, another judge was a 
cybersecurity research engineer, two were from 
construction companies based in the UAE, and the fifth 
judge was a consultant working on forensic technology. 
The judges determined the winners based on the 
evaluation criteria explained in the following subsection. 

3.3.2 Evaluation Criteria 

The evaluation criteria (see [20] for the details) aimed 
to test the extent to which finalist teams are able to 
compromise the given system while being creative and 
thinking outside the box. The criteria were designed in 
consultation with the researchers from the Center for 
Cybersecurity (CCS) at NYUAD based on their expertise 
in the field and experiences in organizing cybersecurity 
competitions. There were seven criteria totaling 100 
points and a bonus of up to 15 points. Therefore, the team 
scoring the highest out of 115 points (100 + 15) was 
chosen as the first-place team. The first five criteria were 
based on the targets that the teams were supposed to 
achieve during the competition and did not depend on the 
judges’ personal opinions. However, each team was 
responsible for proving the achieved targets to the judges 
to receive the corresponding points. Moreover, each of 
these five criteria had sub-criteria to achieve a more 
detailed scoring. The teams could have physical access to 
the robot, Wi-Fi router, and external computer; however, 
half of the regular score was given if the team achieved a 
goal by utilizing a physical attack.  

The last three criteria, including the bonus points 
(totaling 40 points), depended on the judges’ opinions 
based on the teams’ performances and poster 
presentations. Therefore, the poster presentations and the 
teams’ ability to explain what they targeted and what they 
could achieve had an essential role in the final scores. All 
criteria—without including the sub-criteria—are as 
follows: 

1. Did the team need the Wi-Fi password to proceed
with the competition? (10 Points)

2. Is the team able to acquire/access the data collected
by the robot and stored in the temporary or final
storage? (15 Points)

3. Is the team able to alter/modify the data collected
by the robot? (20 Points)

4. Is the team able to alter the predefined path or the
functionality (i.e., preventing it from taking images)
the robot should follow? (15 points)

5. Is the team able to compromise the availability of
the robot? (15 Points)

6. Technical difficulty/sophistication of the utilized



techniques (15 points) 
7. Creativity (wow factor) (10 points)
8. Other/bonus points (15 points)

3.3.3 Main Outcomes of the Final Round

During the final round, each team tried to implement 
their ideas from the qualification round and achieve the 
targets provided in the list of evaluation criteria by 
utilizing different techniques. While all the teams 
achieved some of the targets, others remained unachieved. 
For example, the first criterion required the teams to 
proceed with the competition without asking for the Wi-
Fi password to achieve the maximum score. If the team 
asked for a list of possible passwords, they received a 
partial score. Finally, they did not receive any points if 
they asked for the correct password. All teams received a 
partial score for this criterion since all asked for the list 
of possible passwords. Most of them asked for it after a 
long duration of trying, utilizing dictionary attacks and 
brute force attacks. It shows that the level of difficulty for 
achieving the maximum score for this criterion was too 
high, considering the resources and time the teams had.  

The second and third criteria that required teams to 
access and alter the collected data (i.e., photos taken by 
the robot’s camera) could not be achieved by any teams. 
The main reason for this is the long duration spent on the 
first criterion that delayed the successful completion of 
the remaining targets. This showed the organizers that 
reducing the first criterion’s difficulty could give the 
teams more time to spend on the other targets, or the 
teams would benefit from asking for the list of possible 
Wi-Fi passwords earlier at the competition. The fourth 
criterion (i.e., altering the predefined path or 
functionality) was achieved by two teams; however, both 
teams could achieve it by having physical access to the 
robot. For this reason, both teams received half of the 
standard score for this criterion. The only target fully 
achieved by all the teams was compromising the 
availability of the robot (i.e., the fifth criterion). Most 
teams used deauthentication attacks to disconnect the 
robot from the network and make it unavailable. 

3.4 Results 
Five out of six teams that attended the qualification 

round provided answers to the open-ended questions. 
These answers were analyzed using the qualitative data 
analysis software, MAXQDA, to find the most frequently 
mentioned words and word combinations. The words, 
such as determiners (e.g., the, this, each), pronouns (e.g., 
she, they), and auxiliary verbs (e.g., am, is, are) that do 
not have a contribution in the analysis were removed 
before analyzing the word frequencies. The result 
showed that the most commonly used word was “robot” 
(n=66). Other frequently used words include “attack(s)” 
(n=60), “access” (n=39), “attacker(s)” (n=28), “data” 

(n=25), “ROS” (n=20), “master” (n=18), “network” 
(n=18), and “information” (n=17). None of these words 
are unexpected, considering the competition’s context 
and the robotic system provided. Some frequently used 
words, such as “network”, “ROS”, “authentication” 
(n=13), “communication” (n=11), “router” (n=11), 
“sensors” (n=10), and “firmware” (n=10), show the most 
commonly targeted elements and functionalities of the 
robotic system by the participants. Besides the individual 
words, frequently used word combinations were 
identified as well. The most frequently mentioned ones 
were “robotic agent” (n=6), “construction site” (n=5), 
“direct access” (n=5), “information about” (n=5), and 
“access point” (n=4). Having “construction site” as a 
commonly used word combination shows that the 
participants considered the described construction 
environment while drafting their responses.  

The finalist teams included the attacks and techniques 
they planned to use in their final poster presentations. 
These attacks and techniques planned to be conducted in 
the final round were categorized using the CIA Triad, 
which stands for Confidentiality, Integrity, and 
Availability [21], based on the security aspect that the 
attack mainly aims to compromise. Most cyberattacks 
affect more than one principle of the CIA triad. For this 
reason, this categorization intends to show the main focus 
of the attacks rather than covering all the impacted 
principles. This categorization can be seen as follows: 
• Confidentiality: Packet sniffing, targeted packet

sniffing, brute-force cracking, backdoor attack.
• Integrity: Packet modification attack, steganography.
• Availability: SYN-ACK flood denial of service

(DoS) attack, deauthentication attack, ARP poisoning
attack.
The attacks categorized above are mostly generic, not

particularly targeting ROS-based systems and robots. 
Some examples of sophisticated attacks targeting ROS, 
which were partially presented by a finalist team, were 
suggested by Dieber et al. [22]. These attacks include the 
following:  
• Stealth Publisher Attack: The mode of

communication in ROS is based on a publish-subscribe
pattern [10]. This attack targets injecting incorrect data
into a running ROS application and tricking another
ROS node into using the falsified data from this node.
The subscriber is isolated from the regular publishers
and forced into receiving data from the exploited
publisher.

• Action Person-in-the-Middle Attack: One of the
communication patterns in ROS is actions [10]. ROS
actions are used for long-running and preemptable
tasks, such as taking a laser scan. This attack utilizes
the traditional Person-in-the-Middle attack to
compromise ROS actions. The attacker aims to
intercept the communication between the action client
and the action server to publish malicious messages.



• Service Isolation Attack: ROS uses a client-server /
request-reply way of communication as well, using
services [10]. In this attack, the attacker aims to isolate
a ROS service from the rest of the network and call it
later for malicious purposes.

• Malicious Parameter Update Attack: Parameter API
in ROS networks manages global configuration
parameters [10]. One of the methods for a ROS node
to get a parameter’s value is to subscribe to a particular
parameter, which requires the node to store the value
in a local variable [22]. This attack exploits this method
by maliciously updating the parameter value locally
and not making any changes in the globally accessible
parameter server.

3.5 Contributions to Construction 
Cybersecurity 

The HMR competition is intended to (1) raise 
awareness about the increasing cybersecurity problems in 
the construction industry, (2) attract the cybersecurity 
community’s attention to construction, and (3) utilize the 
cybersecurity skills and knowledge of students to solve 
construction-related problems while contributing to their 
learning process.  

Considering the feedback from the judges of the 
competition from the construction industry, they agreed 
that this event helped point out some of the cybersecurity 
issues that are not always well-considered (or known) in 
construction projects. Although it is beyond the scope of 
this paper to assess the effectiveness of the event in 
improving cybersecurity awareness in the construction 
industry in general, it is reasonable to assume that this 
and future publications related to the competition and 
future editions of the HMR events will contribute to 
achieving that goal. Organizing the event as part of the 
world’s most comprehensive student-led cybersecurity 
event helped achieve the second goal. Even though 
HILTI organized a construction cybersecurity event in 
2022 [23], HMR was the first academic-driven event 
with the same focus, making it an important milestone in 
making the construction industry a part of cybersecurity 
efforts. The event included cybersecurity experts as 
judges and was prepared in collaboration with the CCS at 
NYUAD, contributing to the second goal. Finally, the 
third goal was achieved by challenging the students to 
tackle real-life cybersecurity issues related to robotics. 
The robots in the competition used ROS, which is a 
commonly used middleware suite. It helped students gain 
knowledge about ROS and discover potential security 
problems. The feedback from the students also showed 
that the competition helped them develop their skills and 
learn more about cybersecurity and robotics.  

The research question of this study was “Is it possible 
to identify cybersecurity vulnerabilities of construction 
robots through a competition?”, as presented at the 

beginning of the paper. Based on the presented 
preliminary results from the competition and the 
feedback from the judges, collaborating cybersecurity 
experts, and attending students, it is possible to identify 
such vulnerabilities through a cybersecurity competition, 
such as HMR, which gathers large groups of people to 
solve an industry-specific problem. However, there are 
many areas for improvement and future work to achieve 
this target, which will happen in the following editions of 
the event.  

4 Conclusions and Future Work 
A crucial part of the digital transformation in the 

construction industry includes using robots to handle 
repetitive, labor-intensive, time-consuming, or 
dangerous tasks on construction sites. Even though 
construction robots are still not ubiquitous in projects, 
there have been considerable efforts from the industry 
and academia. Besides the benefits of robotics, such as 
increased productivity, improved safety, and higher 
accuracy, cybersecurity concerns are raised by the 
construction community. To address these concerns, the 
first student-led and academic-driven cybersecurity 
competition in the construction context, HMR, was 
organized by the S.M.A.R.T. Construction Research 
Group at NYUAD as a part of CSAW’22 MENA. The 
competition had two rounds, where students were 
initially challenged to generate ideas to compromise the 
data and functionality of an autonomous construction 
progress monitoring robot. The finalist teams chosen 
based on their answers in the first round were required to 
implement their ideas on a small-scale robot (i.e., 
TurtleBot 3 Burger) equipped with a camera that 
simulates a real progress monitoring robot. This paper 
presents an overview of the competition, its motivation, 
and its contributions. 

Construction is still not a part of cybersecurity studies, 
and cybersecurity is still not the focus of construction 
studies. Therefore, one of the significant contributions of 
HMR was bringing the attention of the cybersecurity 
community to the construction sector while raising 
cybersecurity awareness within the construction 
community. Since HMR was the first robot hacking 
competition of CSAW, it also gave students a chance to 
learn more about robotics and the cybersecurity aspects 
of robotic platforms and ROS. They were required to 
think about cybersecurity in the construction context, 
which offered them an additional perspective.   

As a part of future work, this paper will be extended 
to a journal article to include detailed analyses of the data 
collected during the competition. The collected data 
consists of the responses from the participants in the 
qualification round, the poster presentations (i.e., the 
content of the poster and the transcription of the 
presentation), and the responses of the finalist teams to 



the follow-up questionnaire. Another significant future 
work is to improve the competition, considering the 
lessons learned and areas for improvement—including 
the suggestions from the finalists—and organize it 
annually with new challenges and robotic systems. The 
competition will focus on a different robot every year to 
draw attention to the cybersecurity aspects of automating 
different construction tasks. 
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